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Application Note - TechComplete™ Test Productivity Pack & DSAM

Secure Sync™

Introduction

Authentication using HTTPS (HTTP over SSL) enables browsers and web servers to communicate
over an encrypted connection. This is a two-way process, meaning that both the server and the
browser encrypt all traffic before sending data. Apache Tomcat uses HTTPS for confidentiality (by
encrypting the data) and integrity (which is ensured if by digital signatures and message digests).

Another important aspect of the SSL protocol is authentication. This means that during your initial
attempt to communicate with a web server over a secure connection, the server will present your web
browser with a set of credentials, in the form of a certificate chain, as proof the site is who and what it
claims to be.

The server may also request a client certificate from your browser, asking for proof that you are who
you claim to be. This practice is used more for business-to-business transactions than with individual
internet users because of the overhead required to manage certificates. Most SSL-enabled web
servers do not request client authentication but if you need it, Apache Tomcat does support it.
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Adding a New DSAM

When adding a new DSAM to TPP and implementing3deure Sync feature it is important to adhere
to the following steps.

1. Add meter to TPP meter inventory in the TPP thick clientimanage meter inventory section.
This initial method uses the FTP port 21 to synchronize the DSAM with TPP. If you have set
your template to require Tech ID and PIN for login, you must also add the Tech ID number.

2. Make sure DSAM firmware is V3.1.9 or later. If it is not, then upgrade the meter to the
appropriate firmware. All firmware upgrades must be done via Ethernet, while the DSAM is
powered by its charger.

3. Once your meter has been added to the TPP thick client, you will need to do all further
configurations using the TechComplete Test Reporting System web application.
You can log into the TechComplete Test Reporting System using any valid TPP user
name/password. The default is administrator/fdm250.

4. Select Configuration \ Meter Inventory \ Manage Secure Sync settings page.
You will see a row with your meter serial number and also a row with a drop down
menu.
I. From the drop down menu, select Secure Sync™ Edit meter settings, or click
on the serial number of your meter.

NMeter Serial Number: 7160145

Sync Mode: |FTP ¥ | (allows Secure Syncto configure meters for FTP mode)

employee |D:

Save Cancel

5. From the Sync Mode drop down menu, select Convert to Secure Sync™ from FTP.
You will now see two new check boxes.
i. The first box will create and deploy a certificate
ii. The second box will require the meter user to login using an ID (employee ID
from TPP) along with a password.
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Meter Serial Number: 7180145

LT T L ol Convert to Secure Sync from FTP * | (allows FTP to configure meters for Secure Sync mode)

[ secure Sync uses meter certificates
il Require meter login with id/password

employee |D:

Save Cancel

6. You can now select Save and you will be brought out to the manage meter inventory page.

TechComplete™ Test Productivity Pack

meter 7160145 was updated

& meters found, displaying all.

Deployed new certificate  Deployed new
Secure Sync Meter login with  {internal network sync id/ipassword (sync
Serial Number = | =0 L5 uses certificates  id/password needed) needed)

= 4300005 FTP
Convertto
7160145 Secure Sync === === Select Management Action w
A 7160145 5 E O O Select I t Acti
from FTP
E 7181325 BB === === === === Select Management Action w
= 7380205 FTP
a 8054312 ETE mo =on T o Select Management Action w
ﬁ DSAM_TEMPLATE FTP m Lhig o S Select Management Action w

& meters found, displaying all.
Export a list of iterns found: £ 5V | BB Excel |8 POF

7. At this point you will need to synchronize your meter in order for the conversion to take effect.

This initial method uses the FTP port 21 to synchronize the DSAM with TPP
If you also select one, or both, of the check boxes, you will need to synchronize once to
convert from FTP to Secure Sync™ and then once more to process the check boxes.
i. Note: In order for DSAM to receive the new certificate, it must synchronize via
an Ethernet connection on a LAN (or Intranet ).
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TechComplete™ Test Productivity Pack

meter 7160145 was updated

& meters found, displaying all.

Deployed new certificate  Deployed new
Secure Sync Meter login with  ({internal network sync id/password (sync
Serial Number = | = uses certificates  id/password needed) needed)

= 4300005 ERE e e s ===
Convertto
ﬁ 7160145 Secure Sync Select Management Action w
from FTP
E 7181325 Eie Lhiy S ot S Select Management Action W
== 7380205 FTP === === == =55
E 8054312 ETE ki SeE e S Select Management Action w
ﬁ DSAM_TEMFPLATE FTP T =o bt Doty Select Management Action w

A matare fannd dienlavinn
£ IDSU TechComplete

Meter Serial Humber: 7150145

Sync Mode; | Convertto Secure Syncfrom FTR ~ {allows FTP to configure meters for Secure Sync mode)
Secure Sync uses meter certificates
Require meter login with id/password

employee 1D:
0145

Save Cancel

ii. Note: If you select the “Require meter login with id/password”, you will also
have the opportunity to apply a change to the password. The default password
is the last 4 numbers of the meter’s serial number.

47 IJDSU TechComplete™

Meter Serial Number: 71560145

Sync Mode: | Convertto Secure Syncfrom FTP et (allows FTP to configure meters for Secure Sync mode)
Secure Sync uses meter certificates
Require meter login with id/password

employee ID:
0145

change the password for this meter

When checked, you can enter a new password below.

HNew Password: {Leave blank and check box for default password)
IMPORTANT: The password must contain ONLY numeric values (0-9).
This will require a sync.

This password is only used by the meter's login page, not by the TPP applications.

Save Cancel

8. Once successful intranet synchronization is completed with a certificate, the user should either
power their DSAM on/off or go into standby and come out. This will force the meter to appear
with the login ID password screen.
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9. The technician can now securely synchronize their DSAM via either RF or Ethernet.

10. The technician will have to enter their ID and password upon turning the meter on or coming
out of standby. The ID is set to match the employee ID field in the TPP thick client and the
web client. The first time the technician logs in the password will be the last four digits of the
DSAM serial number. The technician will then be prompted to enter a new password and
confirm it. This eliminates the need for the TPP administrator to maintain a list and track every
user’s password. If a technician forgets their password, the administrator can reset it (see
section 7).

Edit Secure Sync™ Meter Settings Page

You are able to edit individual settings for a meter. In this section you can modify the login ID and
password.

On the Configuration \ Meter Inventory \ Manage Secure -Sync Setting page locate the individual
meter in the list. From the drop down box, select the “Secure Sync™ Change password option”.

Secure Sync™ Application Note — Sept. 2007




You are able to change the password for an individual meter by following the instructions on this
section. If the administrator does not want to issue the technician a password and wants the
technician to choose their own, they can just leave the new password blank and click OK. This will
force the meter to use the last four digits of the DSAM serial number to log in. After the first log in, the
technician will then be required to change the password themselves.

The administrator is also able to change the ID for logging in on the DSAM. The employee ID field in
this location automatically matches the employee ID field of the TPP thick client. If it is changed in
either location it will automatically update the other. The employee ID field is the ID field on the
DSAM log in screen

Deploying SSL Certificates

Deploying a SSL certificate is usually only required when adding a new meter. If for some reason a
certificate must be re-deployed then you will use the Configuration \ Meter Inventory \ manage meter
inventory - Secure Sync™ setting page and locate the individual meter in the list. From the drop
down box select the Secure Sync™: Create new certificate option.
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System Wide Settings

On configuration\system preferences\edit Secure Sync™ system preferences you will find the
following settings: Sync Mode , Secure Sync™ uses meter certificates , Require meter login with
id/password, along with two additional settings settings, Password minimum length  and Minutes
of inactivity before requiring meter login . These settings can be configured system wide in this
section. These settings apply to all meters on the TPP server.
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Sync Mode
This drop down allows you to set the method of synchronization.
a. You will also have the chose of “Apply to new meters” or “Apply to all meters”.

Secure Sync uses meter certificates
If this box is checked, all meters will sync using certificates.
If you check this box, then every meter will adhere to the default value above.

Require meter login with id/password

If this box is checked, all meters will require a user to enter an ID and password when the
meter is turned on or comes out of standby.

Password Minimum length
Passwords are numeric only
Default is four digit numbers
The maximum password length is fifteen numbers.
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Minutes of inactivity before meter login

This feature sets the time of inactivity that will force the user of DSAM to log in again using
their ID and password

Default is ten minutes
If you choose zero for this field, it will disable this feature
The maximum number of minutes is fifteen digits.

Passwords are enforced with some system wide settings that can not be edited. These apply to all
users on the server and can not be modified.

All password are starred out when entered

Passwords must be changed every three months

New passwords cannot be the same as the four previously used passwords.

If a user enters an incorrect password three consecutive times, then the user will be
locked out from login for whatever value was configured in edit Secure Sync™/system
preferences. The default is10 minutes

The TPP administrator can unlock the meter before the allotted minute time
frame.

O o0oo0oo

o Passwords can not be numerically consecutive pins (e.g.: 1234, 7654) or same
number repeated (e.g.: 1111, 2222)

0 Administrators are able to reset user passwords
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